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Who are we?
Junyu Zhou @md5_salt
Web Security Researcher & Pentester

Defcon / ZeroNights / HITB speaker

Tianze Ding
Web Security / Red Team

Found multiple vulnerabilities in Microsoft and Safari
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Domain Fronting
• Fifield, David; Lan, Chang; Hynes, Rod; Wegmann, Percy; Paxson, Vern. Blocking-

resistant communication through domain fronting; 2015

DNS

Client

CDN

Server
forbidden.com

DNS
allow.com

TLS
SNI: allow.com

HTTP
Host: forbidden.com

HTTP/HTTPS traffic

IP of CDN Edge Server
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Domain Fronting - Limitations
• SNI != Host

• Decrypt HTTPS traffic and check if SNI == Host

• Some CDN venders no longer support Domain Fronting
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Domain Hiding
• Defcon 28 Erik Hunstad, Domain Fronting Is Dead, Long Live Domain Fronting, 2020

• Cloudflare TLS1.3 ESNI (IETF draft)
• ESNI + an additional fake SNI

DNS

Client

CDN

Server
forbidden.com

DNS over TLS or HTTPS
forbidden.com

HTTPS
ESNI: encrypted forbidden.com HTTP/HTTPS traffic

IP of CDN Edge Server
ESNI public key
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Domain Hiding - Limitations
• Cloudflare

• Refused any Client Hello which has both ESNI and SNI

• TLS1.3 ESNI
• Blocked in some enterprise environment

• Some country-wide firewalls have blocked[1] / want to block ESNI

[1] https://en.wikipedia.org/wiki/Server_Name_Indication#Encrypted_Client_Hello
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What we want for an ideal C2
• A large number of IP addresses for C2

• Encrypted traffic (e.g. HTTPS)

• High-reputation domains with valid HTTPS certificates

• Even decrypted, the network traffic looks like normal HTTPS traffic (SNI == Host)

• Not be blocked in some specific districts
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The HTTPS CDN workflow

website admin

CDN

• CDN works like a man in the middle, it needs private keys of custom domains to decrypt
HTTPS traffic

DNS

I want enable CDN for
cdn.example.com

upload certificate and private key
to CDN

add CNAME record
cdn.example.com -> example.cdndomain.com
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The HTTPS CDN workflow

DNS

Client

CDN

Find the
certificate of

cdn.example.com

DNS
cdn.example.com

IP of CDN Edge Server

HTTPS Server Hello
cdn.example.com.crt

HTTPS Client Hello
SNI: cdn.example.com
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The HTTPS CDN workflow

CDNClient Origin Server

HTTPS encrypted data

Establish HTTPS/HTTP connection 
based on HTTP Host Header

Client request

Origin server response

cdn.example.com.crt
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• DNS query is not a necessary condition for HTTPS connections

• Client can set an SNI in Client Hello and directly connect to IPs of CDN edge servers

Domian Borrowing Basics – Abandon DNS

DNS

Client

CDN

TLS
SNI: cdn.example.com

HTTP
Host: cdn.example.com
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• Client can can use another CDN domain for DNS resolution

Domian Borrowing Basics – Abandon DNS

DNS

Client

DNS
cdn.a.com

TLS
SNI: cdn.b.com

HTTP
Host: cdn.b.com

CDN

IP of CDN Edge Server
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• Can we register an arbitrary domain in CDN?

• e.g. www.blackhat.com

Domian Borrowing Basics – Domain Abusing

DNS

Client

CDN

TLS
SNI: www.blackhat.com

HTTP
Host: www.blackhat.com

Evil Origin Server
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CDN domain validation
DNS HTTPS certificate AnyCast None

AWS CloudFront 😀

Azure CDN 😀

Google Cloud CDN 😀

Cloudflare 😀

Fastly 😈

StackPath 😈

KeyCDN 😈

CDN77 😈

CDNSun 😈
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• Register arbitrary domain in CDN

Abusing CDN domain validation
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• Most CDNs will send the default certificate to the client

• Some CDNs will send TCP RST to the client

curl https://www.blackhat.com --resolve www.blackhat.com:443:151.101.108.249 -k -v

……
* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256
* ALPN, server accepted to use http/1.1
* Server certificate:
*  subject: C=US; ST=California; L=San Francisco; O=Fastly, Inc.; CN=default.ssl.fastly.net
*  start date: Nov 12 16:01:03 2019 GMT
*  expire date: Jan  8 17:01:02 2022 GMT
*  subjectAltName does not match www.blackhat.com
* SSL: no alternative certificate subject name matches target host name 'www.blackhat.com' 
……

When CDN can’t find the certificate
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• Register www.blackhat.com in CDN

• The client use www.blackhat.com to establish an HTTPS connection with CDN

• SNI == Host
• Can bypass Domain Fronting detection

• Better than self-signed certificates, but still incorrect HTTPS certificates
(default.ssl.fastly.net) 😿

Borrow arbitrary domain
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Obtain valid HTTPS certificates
• Gain the power by hacking

Read the certificate and
private key directly

Apply for a new HTTPS certificate with
HTTP-based validation (.well-known)

• Web application RCE
• Subdomain takeover
• Arbitrary file upload, especially upload to 

cloud storage
• ……

• Web application RCE
• Arbitrary file download
• ……



#BHASIA @BLACKHATEVENTS 

Obtain valid HTTPS certificates
• Subdomain takeover: ppe.verify.microsoft.com [1]

• Apply for a HTTPS certificate/private key of ppe.verify.microsoft.com

[1] ppe.verify.microsoft.com subdomain takeover was found by a friend of ours
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CDN domain validation bypass
• AWS CloudFront validates the CDN domain only by the HTTPS certificate.
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• We can register ppe.verify.microsoft.com in AWS CloudFront

CDN domain validation bypass
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C2 agent with “Microsoft” traffic
• Demo

• Covenant C2 with a customed ImplantTemplate

• DNS: blogs.aws.amazon.com

• SNI == Host == ppe.verify.microsoft.com

• Apply for a valid certificate through subdomain takeover

• Register CDN domain (ppe.verify.microsoft.com) in AWS CloudFront
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How to obtain valid HTTPS certificates 
without hacking🤔
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CDN HTTPS certificates distribution

CDNClient

HTTPS Client Hello
SNI: cdn.example.com

HTTPS Server Hello
*.example.com.crt

Where is the cert of
cdn.example.com

Database*.example.com.crt

select certificate from db where domain_name = “cdn.example.com”

• Correct way to distribute wildcard HTTPS certificates

cdn user domain name certificate

alice cdn.example.com *.example.com.crt

bob cdn.a.com cdn.a.com.crt

…… ……

cdn user domain name certificate

alice cdn.example.com *.example.com.crt

bob cdn.a.com cdn.a.com.crt

…… ……
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• Some CDNs improperly implement wildcard HTTPS certificates distribution

CDN HTTPS certificates distribution

CDNAttacker

Register static.example.com
on CDN Add a new domain

Database

cdn user domain name certificate

alice cdn.example.com *.example.com.crt

bob cdn.a.com cdn.a.com.crt

…… …… ……

…… …… ……

cdn user domain name certificate

alice cdn.example.com *.example.com.crt

bob cdn.a.com cdn.a.com.crt

attacker static.example.com NULL

…… …… ……
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• Attackers can borrow subdomains and wildcard HTTPS certificates from other users

CDN HTTPS certificates distribution

CDNClient

HTTPS Client Hello
SNI: static.example.com

HTTPS Server Hello
*.example.com.crt

Where is the cert of
static.example.com

Database*.example.com.crt

select certificate from db where certificate matches “static.example.com”

👿

cdn user domain name certificate

alice cdn.example.com *.example.com.crt

bob cdn.a.com cdn.a.com.crt

attacker static.example.com NULL

…… …… ……

cdn user domain name certificate

alice cdn.example.com *.example.com.crt

bob cdn.a.com cdn.a.com.crt

attacker static.example.com NULL

…… …… ……

attacker borrows alice’s certificate
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• We can borrow wildcard HTTPS certificates on StackPath and CDN77

Borrow valid HTTPS certificates
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• Lots of well-known domains with wildcard HTTPS certificates are on StackPath / CDN77
• *.bootstrapcdn.com

• *.fontawesome.com

• *.xvideos-cdn.com🙈

• …….

Borrow valid HTTPS certificates
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• We can register any subdomain of bootstrapcdn.com
• even a non-existent domain

• e.g. static.bootstrapcdn.com

Borrow valid HTTPS certificates

CDNClient

HTTPS Client Hello
SNI: static.bootstrapcdn.com

HTTPS Server Hello
*.bootstrapcdn.com.crt

CDN has
*.bootstrapcdn.com

which matches the SNI
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• static.bootstrapcdn.com on StackPath

Borrow valid HTTPS certificates



#BHASIA @BLACKHATEVENTS 

• static.bootstrapcdn.com

Borrow valid HTTPS certificates
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• Demo
• Covenant C2 with a customed ImplantTemplate

• DNS: www.stackpath.com

• SNI == Host == static.bootstrapcdn.com

• Register CDN domain (static.bootstrapcdn.com) in StackPath

• Valid HTTPS certificate (*.bootstrapcdn.com)

C2 agent with “Bootstrap” traffic
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• Register high-reputation domains on CDN

• Borrow valid HTTPS certificates
• certificates from vulnerable websites

• wildcard certificates from other CDN users

• Then combine them to hide your C2 traffic to circumvent censorship

Domain Borrowing
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Domain Borrowing vs. Others

Detection method Domain Borrowing Domain Fronting Domain Hiding

high reputation SNI ✅ ✅ ✅

high reputation Host ✅ ❌ --- [2]

check if SNI == Host ✅ ❌ --- [2]

valid HTTPS certificates ✅ ✅ ✅

without ESNI[1] ✅ ✅ ❌

[1] ESNI will be blocked by some country-wide and enterprise firewalls
[2] TLSv1.3 + ESNI cannot be decrypted by well-known firewalls currently
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Detection
• Check if DNSLookup(SNI) == IP.dst

Client DNS

DNS Query
cdn.example.com

Firewall
🔥

cdn.example.com: 2.2.2.2

1.1.1.1 != 2.2.2.2
Block

IP 1.1.1.1

HTTPS Client Hello
SNI: cdn.example.com
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Mitigation
• For CDN vendors

• Validate the custom domain strictly
• DNS records is a better than HTTPS certificates

• Distribute wildcard HTTPS certificates correctly

• For website admins
• Certificate Revocation, If attackers steal your HTTPS certificates

• Certificate Transparency, If attackers applied for new HTTPS certificates of your domains
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Palo Alto Firewall
• PAN-VM 10.0.4

• Next-Generation and HTTPS Decryption Firewall

• Supports SSLv3.0 – TLSv1.3 decryption
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Palo Alto Firewall
• Anti-Spyware Evasion Signatures [1]

• Suspicious HTTP Evasion Found
• DNSLookup(HOST) != IP.dst

• Suspicious TLS Evasion Found
• DNSLookup(SNI) != IP.dst

[1] https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/threat-prevention/enable-evasion-signatures.html
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Palo Alto Firewall
• Anti-Spyware Evasion Signatures

• Can detect domain borrowing theoretically

• But with improper implementation😈
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Bypass Palo Alto Firewall
• Anti-Spyware Evasion Signatures feature

• passthrough if Palo Alto Firewall cannot resolve the domain in SNI/Host

• Domain Borrowing
• The SNI can be any domain, even a non-existent domain

• Bypass Anti-Spyware Evasion Signatures
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• Demo
• Covenant C2 with customed ImplantTemplate

• DNS: staging.fontawesome.com

• SNI == Host == img.fontawesome.com

• Register CDN domain (img.fontawesome.com)
in StackPath

• Valid HTTPS certificate (*.fontawesome.com)

Bypass Palo Alto Firewall
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• Demo Video

Bypass Palo Alto Firewall



DomainBorrowingImplantTemplate:
https://github.com/Dliv3/DomainBorrowing



Thank you

Q & A


